Privacy NSW

Submission to the ALRC/AHEC Issues Paper on Genetic Information and Privacy

This Submission approaches the issues raised in the Issues Paper from the point of view of Privacy NSW, a statutory body with the responsibility of providing advice, investigating complaints and researching issues relating to the privacy of people.  It reflects our collective experience in responding to privacy issues over a 26 year period from the inception of the NSW Privacy Committee in 1975. The Submission does not aim to canvas non-privacy issues except to the extent that these overlap with those relating to privacy.

Privacy is an important value with regard to many of the issues raised in the Paper.  It would be useful to state my position as to what this means.  Privacy has been variously described as the right to be let alone, the right  to personal space or autonomy, the right of people to exercise control over their personal information or the degree of interference with their personal life, a popular reaction to the spread of new technologies or, more recently, simply fair information practices.  

While each of these definitions alone may not be adequate to capture all our concerns over privacy, it is important to stress in the present context that privacy cannot be reduced simply to a matter of business utility or consumer choice.  Privacy involves respect for people, either as individuals or members of a particular community or group.  It involves respect for human dignity and autonomy, which means recognising and treating them as more than a mere sum of their attributes. This is perhaps why privacy is often perceived as simply a response to developments in technology, which are seen to treat people as means rather than ends.  It is for this reason that we speak of privacy as a right.

While the remainder of this submission concentrates on more detailed policy issues, it is always important to keep the values underlying privacy in mind.

Introduction and Part 2 

Q 2-1  Should genetic information be treated as so unique or more powerful than other forms of health information as to require special legal protection or other exceptional measures?

A response on this issue is critical to a number of the recommendations in this submission.  For this reason I will address it in some detail at the outset.

On one view the kind of information derived from dna samples is so utterly unlike other kinds of personal information that it needs to be the subject of separate regulation. Arguments in favour of the separate regulation of genetic information are particularly appealing in the current regulatory environment where information privacy protection varies widely across and within jurisdictions.  

On another view, the social implications of genetic information are so broad that a specific regulatory framework, just for genetics, would be unlikely to pick up all of them. Separate genetic regulation may risk engendering an overly deterministic approach to health care and privacy which fails to adapt to changing issues and technology. Integrating genetic safeguards in mainstream privacy legislation may ensure a more consistent and open process of adaptation to new social values and needs.

The discussion of genetic exceptionalism in Chapter 1 and some parts of Chapter 4 could be seen to suggest a conclusion that genetic information is not so different from other kinds of information as to warrant distinct legal treatment, and that the protections currently contained in the Privacy Act, 1988 (Cth)  (‘Privacy Act’) provide the basis of an adequate level of protection. 

From a privacy perspective there are two principle issues involved in assessing the argument for genetic exceptionalism.

First is information created by genetic analysis different from other forms of personal information?  The argument that it is, is based on a number of propositions:

a) that it is unique to a given individual; 

b) that it is also information about relatives of the individual;

c) that it has predictive value, which the individual concerned may or may not wish to know: and 

d) that its inappropriate or uncontrolled disclosure has potentially devastating effects on the individual to whom it relates and/or members of their family. 

Secondly, is the manner in which genetic data is created, collected or used different from the way other forms personal data is created or collected?  Genetic information is derived from organic material, which is relatively easy to obtain with or without an individual’s knowledge.  The potential for this material to yield knowledge is not fixed at the time it is collected or stored.  It can be reanalysed to reveal more about the individual and his or her relationships as techniques and knowledge improve.  These possibilities challenge traditional information privacy principles which rely on the process of collection to give individuals the ability to influence the way information is processed.   

The differences between genetic data and more traditional text based information are undoubted.  However if we take a broader view which includes other recent developments in the means of collecting and processing data these characteristics are more a matter of degree than of kind.  The increasing importance of automated digital processes for the capture, analysis, storage and retrieval of data raise broadly similar issues.  

For example, growth in the use of video surveillance in workplaces, retail stores and public areas, combined with digital processing and retrieval, enables facial recognition, motion analysis and even, according to recent reports the ability to ascertain whether an individual is telling the truth.  The use of voice recognition technology to automate telephone communications involves a similar capacity to record and retrieve conversations, verify identity and analyse stress patterns.  Refinements in database technology enhance the ability of organisations to combine data from different sources, identify and exploit unforseen patterns in data and share it with other organisations.  

Each of these developments, as with genetic data, challenge assumptions about individuals’ knowledge and consent which have been central to information privacy regulation.  We could create a series of separate privacy regimes in response to different technologies.  However this would be likely to result in inconsistencies of approach and an increase in the confusion already faced by members of the public as a result of the existence of different privacy laws.  An alternative would be to use this reference to identify shortcomings in the way existing privacy laws deal with genetic and other new technologies and suggest ways of addressing them.

Privacy regulation seeks to define acceptable use and disclosure by reference to the purpose of collection.  How does this principle work if information is created or generated by an organisation rather than collected  from the individual or if the purposes for which it is used cannot be defined at the point of collection?.  Genetic information, in common with most other forms of health information, can be produced by clinical observation and interpretation and technical analysis within the health system, rather than through directly interrogating the health client.  Regulation which depends on consent to secondary use and disclosure for different purposes at the time of collection may be less effective when individuals cannot appreciate the nature of the consent they are asked to provide.  

Privacy regulation often fixes responsibility on the collector or holder of information.  Automated processes for collecting and disseminating information further erode the attempt to protect personal information by fixing responsibility on the organisation which originally collects it.  Recent data protection legislation in Europe has responded to this by seeking to regulate processors rather than holders of information.

Genetic information does challenge accepted information privacy protection principles, but then so do other newer forms of information.  Such rules also need to have an in-built flexibility which allows them to remain relevant as changes in data techniques or options progress.  The appropriate question is whether we should respond to this by  establishing a separate regime of genetic privacy protection, or treat the challenges posed by genetic information as a basis for expanding the scope of received privacy principles.  

On balance I favour an approach which identifies the weaknesses in the way existing privacy rules are expressed and which expands their scope to make them more responsive to the challenge proposed by genetic privacy issues. In some specific areas such as insurance and employment, however, the exceptional features of genetic information may justify special treatment.  The remainder of the submission further explores some of these issues. 

Q 2-3 Should there be a standing body to advise government on issues related to human genetics and regulatory frameworks?  

The establishment of such an advisory body is critical, particularly whilst genetic privacy regulation in Australia remains undeveloped and as the efficacy of any new legislation is monitored. The model provided by the UK’s Human Genetics Commission includes appropriate representation in respect of expert and lay membership.  

I would not wish to conclude at this point whether such a body should be statutory or non-statutory.  However depending on the scope of its powers and responsibilities, statutory status and representation of a wide range of interests including privacy bodies could be an important way of establishing independence and accountability.  If statutory, a sunset clause may be appropriate to provide that the advisory body operates for a definite period.  This issue is further discussed in the introductory material on chapters 10 and 11.

Chapter 3: Ethical considerations
Q 3-1 Should ethical concerns be regulated by the personal ethics and professional ethics of health practitioners, researchers and others?  Or should certain ethical concerns be given greater recognition in law?
Privacy NSW recognises that professional ethics and codes have long provided an important basis for the development of common law, international law and conventions, and domestic legislative standards pertaining to health care and research involving humans.  The professional obligation of medical confidentiality in particular is a fundamental ethical principle in the larger regulatory health care framework.  

Professional ethics are not, however, always proof against the existence of personal and/or institutional interests, especially in a field where commercial funding and application of research has assumed such importance.  Nor are professional ethics adequately developed or necessarily concerned to comprehensively address the complex issues arising from privacy protection, which is broader in scope than the concept of confidentiality. Finally it, it is our observation that many codes of professional ethics lack real sanctions to punish breaches or compensate people who have suffered as a consequence of such breaches.

The law has a critical role in ensuring that ethical standards can be effectively enforced and independently assessed against strong, uniform standards in the fields of health care and research involving humans.  In the absence of effective legal regulation, individuals cannot be confident that their genetic information privacy will be adequately protected by individual health professionals, medical institutions, research institutions, or bodies with commercial interests in genetic information.  

This submission considers some problems arising from an over-reliance on self-regulation in greater detail below (Qs 6-1, 6-2, 6-3), with particular reference to the system of human research ethics committees (‘HRECs’).

Chapter 4: Privacy Regulation

Q 4-1: Is the framework provided for privacy protection in the Federal Act adequate to protect genetic information?  How might the existing framework be improved?

The Privacy Act is modelled upon a distinction between the public and private sectors, with different privacy principles applying to each
.  This arbitrary distinction conflicts with the realities of everyday life where people deal with and rely upon a combination of public and private institutions across a range of activities and services. This issue arises particularly in the provision of health services.

Moreover, the Privacy Act creates numerous exceptions to the privacy principles within the public-private distinction for certain types of information practices and certain types of information holders.  One of the most serious exclusions from the Act in the private sector is employment records (see below, Q 10).  Again, this exclusion does not square with reality, where the vast majority of employees lack the power to control how their personal information is handled by their employer.

The definition of consent in the Privacy Act further undermines the ability of the Act to adequately protect the privacy of genetic information. Voluntary, informed consent is a fundamental principle of privacy protection of genetic information.  Privacy protection of a person’s genetic information is dependent upon a person providing meaningful consent regarding the manner in which their genetic information is collected, used and disclosed.  

The Act defines consent as meaning “express consent or implied consent” (Section 6(1)).  While this may be adequate for some kinds of information, implied consent is generally unacceptable when collecting, using or disclosing genetic information.  Effective regulation of genetic privacy must provide for a definition of consent that is express, voluntary and informed.

Where privacy principles are breached with respect to genetic information, complainants should have access to a single, independent, transparent complaints mechanism.  Such a mechanism should apply uniformly to all organisations that handle genetic information.  Duplication of complaints mechanisms under organisational Codes should be avoided.  Strict sanctions (including civil and criminal penalties) are essential in cases where a breach is proven in relation to genetic information (see also Q 6-2 below in relation to research involving humans).

In summary, genetic information privacy is highly vulnerable in the current information protection framework provided for by the Privacy Act.  This can be remedied by amending the Act to ensure that strong, uniform privacy protection principles apply to both the public and private sectors regardless of who collects, uses and discloses genetic information.

Q 4-2 Does the higher level of protection afforded to ‘sensitive information’ (including health information) under the Privacy Act adequately cover all forms of genetic information?
The Privacy Act defines “sensitive information” as including “health information” (Section 6(1)).  The definition of “health information” (also in section 6(1)) is not adequate to cover all forms of genetic information.  Genetic information should be separately and comprehensively defined in the Privacy Act.  Such a definition should recognise the individual and relational nature of genetic information.  It should not be linked only to the provision of a “health service”, but rather apply to all circumstances where genetic information may be collected, used or disclosed, including for research or commercial purposes.

Only the NPPs (not the IPPs) refer specifically to ”health information” or “sensitive information”.  Some shortcomings of these NPPs (NPP 2.1(d) and NPP 10) in protecting genetic privacy are considered in greater detail below with particular respect to research involving humans (Q 6-3).

Critically, any protection afforded to genetic information by the treatment of “sensitive information” in the NPPs is further undermined by the limited coverage and various commencement dates of the NPPs depending on the type of information practice (collection, use, or disclosure) concerned (see Qs 7-2 - 7-4 below in respect of implications for privacy in the case of genetic databases). 

Q 4-3 Are there any potential privacy problems that arise in the practical application of the Privacy Act and the NPPs to genetic information?
As noted above (Q 2-1), privacy principles traditionally rely upon the collection process as a means of ensuring that a person understands the implications of providing their information to another person or organisation. One of the greatest challenges in applying the privacy principles to the handling of genetic information is implementing the fundamental principle of informed consent throughout all stages of collection, use and disclosure of a person’s genetic information. 

Simplistic applications of consent are inadequate in protecting privacy where genetic information is collected.  The implications for a person providing genetic information to another person or organisation are complex and potentially serious.  These implications include revelations about a person’s own health and that of their relatives, and the potential to be treated differently than would otherwise be the case by employers and insurance companies.  

Consent should, as a matter of principle, be voluntary and fully informed in all except the most exceptional and strictly defined circumstances (for example, in cases of incapacity).  Consent should be obtained regardless of the purpose for which a person’s genetic information is handled in the present or in the future, including therapeutic, research and commercial purposes.  As a minimum, a person is entitled, before they consent to the collection of their genetic information, to be provided with the following information:

· what information will foreseeably be obtained from their genetic information;

· whether, by whom and for how long their genetic information will be stored;

· for what purposes and by whom their genetic information might be used;

· whether their genetic information will be disclosed to any third party and the identity of that party;

· any particularly significant social implications, such as potential effects on the ability to obtain employment or insurance.

Clearly, a sophisticated concept of consent is needed when genetic information is collected, used and disclosed.  In practice, meaningful consent requires openness and transparency about the purpose of collection and the uses to which the information may be put.  Any exceptions to the requirement for fully informed consent should be limited to strictly defined circumstances.  

This submission does not allow for detailed consideration of the mechanisms for ensuring that consent is properly obtained.  As a minimum, basic safeguards such as adequate counselling and referral for further professional advice should be offered at the point of collection and beyond where appropriate (this would exclude ‘mail order’ and ‘Internet testing’ which could not provide for such support). 

Privacy NSW believes that similarly strict standards of consent should also apply to the handling of ‘de-identified’ genetic information since it is questionable whether such information can be truly de-identified.

Q 4-4 Is the familial nature of genetic information adequately recognised in privacy principles? Are the interests of individuals who prefer ‘not to know’ adequately protected?
Privacy NSW agrees with the statement that the familial nature of genetic information raises access issues (Issues Paper, paragraph 4.94).  On balance, Privacy NSW believes that a person who is the subject of genetic information is in the best position to assess their privacy interests and the interests of potentially affected relatives in deciding whether to disclose their genetic information to other family members. 

This view was recently described as an “intermediary position” of doing no harm, or preventing harm, sitting between the principle of strict medical confidentiality on the one hand and permitting practitioners to warn ‘at-risk’ relatives’ on the other.
  It is premised on the provision of adequate information and counselling for the person who is the subject of genetic information.  Such an approach highlights the importance of meaningful consent and the role of consent in enabling privacy principles to be responsive to the interests of relatives who are potentially affected by another’s genetic information.  

Privacy NSW agrees with the submission of Liberty dated March 2001 to the UK Human Genetics Commission that non-consensual disclosure of genetic information to other family members should be approached with “extreme caution”, and that such disclosure should only occur where clear criteria have been satisfied and assessed by an appropriate judicial body.
 

Privacy NSW considers that there are sound and rational reasons why a person may not want to know what their genes reveal and that such a preference should be respected and protected.  This is more likely if the subject of the information has been able to give or withhold their fully informed consent in relation to the collection of their genetic information.  In the case of other family members who may not wish to know their genetic information, their wishes are better protected if the subject of the information has control over disclosure and is appropriately supported in making a decision as to whether or not to disclose the information to others.

Q 4-5 Does the Privacy Act provide an adequate framework for National regulation of health information privacy?
As noted above (Qs 4-1), the Privacy Act does not adequately protect health information privacy across the public and private sectors.  Partly in response to these deficiencies and their potential impact on electronic health records, the New South Wales Ministerial Advisory Committee on Privacy and Health Information Health Minister delivered the report, “Panacea or Placebo?  Linked Electronic Health Records and Improvements in Health Outcomes” to the NSW Government in December 2000.  This report formed the basis for proposed separate privacy legislation for health information covering the NSW public and private health sectors.
  

Q 4-6 Should there be Uniformity of Federal, State and Territory Laws Concerning Protection of Genetic Information?

A uniform approach to genetic information privacy is essential to ensure that all persons have equal protection regardless of where they live and who handles their genetic information.  Widely differing standards of protection not only undermine human rights, they also undermine public confidence in the way that institutions handle their personal information, especially in an increasingly networked information environment.  Lack of uniformity can also add to confusion for those responsible for handling personal information, as well as obstruct cross-border flows of information.  

International privacy instruments provide a basis for uniformity.  However their capacity to do so is undermined by overly generous exemptions designed to placate special interest groups.  The Commonwealth has an important responsibility to ensure that strong, uniform privacy principles are prescribed regardless of who collects, uses and discloses a person’s genetic information.  These principles should operate as minimum, baseline standards and provide a uniform level of comprehensive genetic privacy protection across the public and private sectors.

The States should be free to enhance the Commonwealth’s minimum standards in State legislation that provides for more stringent genetic privacy protection.  This would require a savings clause in Federal legislation to ensure that State legislation was able to operate concurrently with a Federal Act.  Similar provisions exist in other Federal human rights legislation (Sex Discrimination Act 1984, section 11; Racial Discrimination Act 1975, section 11; Disability Discrimination Act 1992, section 13).

The Victorian Health Records Act 2001 and the Australian Capital Territory’s Health Records (Access and Privacy) Act 1997 provide examples of State enactments that are designed to improve privacy protection of health information rather than duplicate federal legislation, as does the proposed New South Wales Health Records Information Privacy Bill (referred to above, Q 4-5).

Q 4-7 Would any deficiencies identified in the privacy protection of genetic information best be addressed through amendments to existing privacy laws or the enactment of other legislation?

On balance, Privacy NSW believes that genetic information privacy can be more effectively protected by improving existing privacy legislation than by enacting separate, genetic-specific legislation (see Q 2.1).  There is no reason why strong privacy principles cannot be sufficiently responsive to ensure that even the most sensitive and newly-emerging types of information are adequately protected.  

I would argue, however, that genetic information ought to be separately identified in the Privacy Act to ensure that it is effectively protected.  As a minimum, such genetic-specific provisions should provide for the following:

· strong privacy principles that apply comprehensively and uniformly to the public and private sectors;

· a definition of consent as express, voluntary, fully informed

· a single, independent complaints mechanisms that is transparent and subject to audit

· strong sanctions for breaches of the privacy principles, including civil and criminal penalties.  

Chapter 6

6-1 Commercialisation of research - privacy implications
The commercial context in which the vast majority of research occurs  undermines the traditional justification for the largely self-regulatory framework underpinning research involving humans.  With reductions in public funding, even Universities and public hospitals now compete for private industry involvement and funding of their activities.  To ensure that strict ethical standards are upheld when using human subjects, effective regulation must provide for research processes that are transparent and accountable to both research subjects and the public.

The egregious consequences of inadequate legal regulation of the handling of health information have been previously identified by consumer and patient advocates, including the alarming preference of ‘forum-shopping’ multinational companies to conduct operations in Australia rather than in other countries where internationally recognised ethical research standards are strictly regulated.

Q 6-2 Should the system of ethical review of research involving humans be subject to different mechanisms of accountability?

This question is directly related to the following question (Q 6-3) regarding the adequacy of the current legislative framework to protect genetic information privacy.  Sections 95 and 95A of the Privacy Act are dependent on the system of Human Research Ethics Committees (HRECs).  It follows that unless the HREC system is accountable, the Privacy Act itself is incapable of adequately protecting genetic information privacy in the course of research involving humans.

The HREC system is largely self-regulatory.  Whilst the NHMRC is required to issue guidelines under Sections 95 and 95A for the purposes of research approval, the decision regarding whether a research proposal satisfies the Section 95 or 95A Guidelines rests with the local HREC.   

The current audit mechanism of HREC activities is scarcely adequate to enable even the NHMRC to assess the fundamental question of whether an HREC has the competence and necessary resources and procedures to weigh up the public interest in privacy and the public interest in research as required by the Section 95 and 95A Guidelines.  

This lack of transparency is a significant concern in light of the composition of HRECs, which may include interests that are not independent of the interests attached to the research itself.  Inevitably, implementation of the Guidelines varies depending upon the personal, institutional and commercial context in which an HREC operates.

The Issues Paper suggests that the National Statement on Ethical Conduct in Research Involving Humans (‘National Statement’) has responded to many of the concerns raised in previous reviews of the HREC system (para 6.112).  This may be true, however, the National Statement alone is incapable of addressing the more systemic concerns with respect to the activities of HRECs.  

The following regulatory mechanisms would improve the transparency and accountability of HRECs in respect of genetic research involving humans:

· establishment of an independent, national ethics review committee with substantial lay and community representation (this would be premised on a co-regulatory rather than self-regulatory system of ethics review);

· provision of Registers required to be maintained by HRECs (s95 guidelines, para 3.4) to be provided to research subjects, the above committee and to the Privacy Commissioner;

· a single, independent and transparent complaints mechanism to deal with decisions made by any HREC;

· strong civil and criminal sanctions (against institutions, corporations, researchers, or an HREC as appropriate) where privacy is breached;

· effective audit of an HREC’s activities, including monitoring throughout the research period to ensure that research continues to comply with the Guidelines (the current minimum requirement of annual inspection is not adequate).  

6-3 Are the current guidelines on privacy in the NHMRC’s National Statement, together with the guidelines under Sections 95 and 95A of the Privacy Act 1988 (Cth) adequate for the purpose of protecting privacy of genetic information?
The framework provided for under sections 95 and 95A does not adequately address the specific privacy issues in relation to the use of genetic information for research, administration and compilation of statistics.  

The NPPs themselves are too widely drawn for the purposes of genetic information privacy.  For instance, NPP2.2(d)(i) allows consent to be dispensed with if it is “impracticable” to seek consent before using or disclosing health information.  This should be replaced by clearly defined criteria that require an organisation to demonstrate why or how it is not possible to obtain a person’s consent before they use or disclose a person’s genetic information.  NPP 10.3 allows an organisation to dispense with consent when collecting health information for the purposes described in Section 95A(4) if certain conditions are met.  One of these conditions (NPP10.3(d)(ii)) allows an organisation to collect information if such collection is “in accordance with rules established by competent health or medical bodies that deal with obligations of professional confidentiality which bind the organisation”.  For the reasons already outlined (Qs 3-1, 6-2), such self-regulation is not able to properly protect a person’s interests in their genetic information privacy.  

Sections 95 and 95A reflect the public-private sector distinction in the Privacy Act as a whole (Q 4-1, above).  As such, they do not provide for a consistent approach to the handling of personal information in the course of research involving humans.  Indeed, Section 95A goes much further than Section 95 and allows the NPPs to be breached, not only in the course of research, but where information is collected for “the management, funding or monitoring of a health service” (Section 95A(4)).  This is clearly contrary to the principle that a person’s genetic information should only be collected after they have been informed of the purpose of collection and provided their voluntarily consent to such collection.

Privacy NSW believes that the Guidelines and the National Statement provide useful principles and guidance that should be followed even where consent is obtained and the IPPs or NPPs are complied with.  It is appropriate that the Guidelines are capable of being enforced, and that their reference to the National Statement accords further legal recognition to the principles it contains.  However it is not clear that the reporting and auditing processes in any of these instruments are sufficiently transparent and accountable to effectively protect people’s genetic information privacy.  Accordingly there is a real risk that Sections 95 and 95A will facilitate rather than restrict the conduct of research involving human genetic information other than in accordance with strict ethical principles and practices.

The Guidelines only operate where consent is not sought or obtained.  They only apply to the collection and disclosure of identifiable personal information.  Given the difficulty in truly deidentifying genetic samples, it would generally be appropriate to treat ‘de-identified’ genetic information in accordance with the principles contained in the Guidelines and the National Statement.

The process under sections 95 and 95A relies heavily on a ‘public interest’ test, both for Guidelines to be approved by the Privacy Commissioner and for HRECs to determine whether to approve collection, use or disclosure without consent.  It is of concern that this effectively utilitarian test does not address the substantial ethical issues which this Submission has identified in relation to obtaining consent in relation to genetic information.  The permissive scope of the public interest test, and its application by HRECs under conditions of limited oversight, also conflicts with the need for consistent and transparent principles that are applied regardless of where information is collected, used and disclosed.  

I recommend that the ALRC/AHEC consider a more rigorous form of ethics approval applicable to processing of genetic information which emphasises the importance of fully informed consent and goes beyond the threshold issues of collection and/or disclosure. 

Q 6-4  Are the consent waiver principles in the National Statement operating satisfactorily or are other safeguards required?

The National Statement provides that an HREC “may take into account” a number of factors in determining whether consent may be waived for the purposes of research (paragraph 16.13, emphasis added).  This is not a mandatory requirement and would be difficult to enforce, nor are the listed factors sufficient to ensure that consent is protected in all but strictly defined and exceptional circumstances.  

Privacy NSW is also concerned that paragraph 16.14 of the National Statement effectively dispenses with the need for fully informed consent where a person’s genetic information is not initially collected for research purposes but is later used for research.  This could give rise to concerns such as those reflected in recent media coverage on the use of genetic information disclosed from blood donations in NSW to establish a reference database for DNA forensic testing.
  I would stress however, that my subsequent investigation of this matter established to my satisfaction that this use did not involve a significant departure from accepted ethical procedures. 

Explicitly defined and enforceable ethical standards should govern the circumstances in which consent may be waived in cases of research involving genetic information.  As discussed in relation to Q 6.3 a requirement for consent should only be waived on the basis of strict ethical criteria and in defined and very limited circumstances. 

Chapter 7 Genetic databases

Q 7-2, 7-3, 7-4 With respect to genetic information held in human genetic databases, are the current guidelines in the NHRMC’s National Statement…, together with the guidelines under s95 and s95A of the Privacy Act adequate to protect privacy…?

Privacy NSW has noted its concerns regarding the inadequacy of the regulatory framework provided for under sections 95 and 95A in protecting genetic privacy (above, Q 6-3).  These concerns equally apply with respect to genetic information held in human genetic databases.  The inability of the current regulatory framework to provide adequate privacy protection in the context of commercial use of genetic information is critically significant in the case of human genetic databases.

Genetic information contained in human tissue or human genetic databases should be subject to similar privacy protection as other kinds of genetic information in its collection, use and disclosure.  For example, the use of a person’s genetic information for any purpose other than that for which it was collected, should be generally prohibited.  As with other kinds of genetic information, Privacy NSW considers that any unauthorised breaches of information privacy with respect to human tissue or genetic databases should be subject to criminal sanctions where appropriate. 

The Issues Paper (7.17) notes that the NPPs do not constrain the use of information collected before 21 December 2001.  This is a very serious concern with respect to information contained in human genetic databases, including human tissue samples, collected before the commencement of the Privacy Act’s private sector amendments.  The use of such information for purposes other than which it was collected should be strictly regulated and consent should generally be required for such use.
Q 7-5 Should individuals have a form of property right…in their genetic material in order to better protect the privacy of this material?
The model for information privacy protection found in Federal and State legislation does not support the proposition that property law provides an appropriate model to protect and advance the complex individual and social interests in privacy.  I would be very cautious about adopting such a model.  The privacy interests concerned are best advanced and protected by accepted principles of informed consent, openness, and individual and/or collective autonomy with respect genetic information.

Chapters 10 & 11: Genetic Testing Employment and workplace issues and Insurance

A brief discussion, from a privacy viewpoint, of the significant issues generated by the interaction of insurance, employment and genetic testing information will establish the context in which specific questions can be more usefully examined. The Submission will then address separately those questions relevant to privacy raised by the Issues Paper.

Exceptionalism and genetic information 

Earlier in this submission (Q 2.1) it was suggested that employment and insurance were two areas where the argument for genetic exceptionalism may carry significant weight. The reasons for this include the following.

1. The right of the individual not to know.
Privacy legislation seeks to protect the right of an individual to give or withhold consent but does not protect the right not to know the results of testing to which they have submitted. This is particularly relevant to genetic test material which may be held until various tests become viable in the future.

2. Market drivers to use information that may not be reliable, valid or relevant
Insurers are naturally interested in how far genetic test results may help them to refine the actuarial basis on which premiums are decided or applications declined and employers are interested in reducing expenses due to employee ill health.   Within a free market economy it is an article of faith that both firms and individuals should be able to seek and use information that (they believe) will make them economically better off.  It follows then that firms should be entitled to use personal information to minimise projected risk and maximise expected profits, and should be entitled to demand this information as one condition of a consensual transaction.

However, both in the provision of insurance and in employment, the collection and use of genetic testing data involves using information whose implications are not yet fully understood, while it is nevertheless widely assumed to be highly predictive of the health status of individuals or groups.
  Because the use of these currently unreliable predictors of health outcomes can impact on the commercial interests of the organisations concerned, there may be pressure to use the information even in the absence of reliable scientific and actuarial validity indicators.

In the vast majority of cases of ill health… not enough is known about the interaction between different genes, or between genes and the environment, or genes and life-style factors. Nor is this degree of knowledge likely to be available for a significant time. It is one of the basic misunderstandings of genetics that it will lead to an immediate increase in general predictive power. These expectations seem unrealistically high, and for the foreseeable future, genetic tests may have little real predictive value for insurance purposes, except for a few relatively rare diseases.

3. Consent
In collecting information, especially information of a sensitive nature, the need to obtain the informed and voluntary consent of the subject individual is recognised in all privacy regimes. 

Consent means voluntary agreement to some act, practice or purpose. It has two elements: knowledge of the matter agreed to, and voluntary agreement.

Consent must be voluntary - the individual must have a genuine opportunity to provide or withhold consent; that is, they must be able to say 'yes' or 'no' without extreme pressure which would equate to an overpowering of will. 

Consent must be informed - the individual must know what it is they are agreeing to. In other words, the individual needs to be aware of the implications of providing or withholding consent, having received the information in a way meaningful to them and appropriate in the circumstances. 

The individual must have the capacity to provide consent - the individual must be capable of understanding the issues relating to the decision, forming a view based on reasoned judgment and communicating their decision…

In the context of genetic testing, where the information itself is complex and decisions on its use depend on the evaluation of a number of interacting factors, it may be extremely difficult to provide accessible and meaningful information to individuals on which they can base an informed consent. 

In any event, even the full provision of accessible information will not support fully free consent in the insurance and employment context where penalties may apply if an applicant declines to provide information.  Applicants may feel unable to refuse where there is a possibility of their application for employment or insurance being rejected if they do not agree to the disclosure of genetic testing information.

It is questionable as to whether this situation of coerced consent is adequately addressed in the existing privacy legislation.  For instance, the guidelines to the Privacy Act, cite “extreme pressure” as vitiating voluntary consent. This does not equate to the “take it or leave it” option that is likely to arise when genetic testing information is solicited for insurance and employment purposes.

Conclusion: Regulatory Requirements

Genetic information may not in itself be substantially different from other forms of health information but the imminent introduction of genetic testing information into the mass commercial areas of insurance and employment constitutes a unique situation.

At this early stage of development new, more affordable and more accessible tests are becoming increasing available. This increasing availability is coupled with a high degree of uncertainty as to the predictive value of most tests and is occurring in the context of significant market pressures tending to drive the premature use of genetic testing information when neither the market nor current legislative and regulatory provisions provide sufficient privacy protection.  Therefore, a strong case exists for the introduction of separate regulatory requirements to ensure the security and privacy of the use of individuals’ genetic information in the specific areas of insurance and employment. 

An additional rationale for the introduction of uniform regulation directed to the specific problems encountered by the use of genetic testing information by employers and insurance companies, is a significant level of public suspicion. This suspicion could, in the absence of adequate protective measures, lead to a reluctance to undertake tests in a clinical context or for research purposes with impacts for the health of appreciable numbers of people and for public health issues.

A survey of genetics professionals in 37 countries, conducted by Wertz and Fletcher in 1997, concluded that: 

around the world, nobody trusts insurance companies or employers.   

A supplemental survey which included US primary care physicians, patients, and members of the general public supported those results, with “nearly everyone” agreeing that neither employers nor insurance companies should have access to a person's genetic information without his or her consent; and a majority advocating that access should be blocked even with consent.”
  The Human Genetics Commission in the UK has stated that:

The HGC …. now has a body of evidence which suggests that there is a fairly strong public opposition to the use of genetic test results by insurance companies. 

Given this high degree of public suspicion, any publicised problems with the use of genetic testing information by employers or insurers may lead to “knee-jerk” policy formation and possibly to over-regulation further down the line.

To allow for the establishment of the validity, reliability and relevance of genetic testing information and the appropriate privacy procedures in insurance and employment, a separate privacy protection regime should be introduced. This could include an appropriate “sunset clause” or review period so that the system of regulation may be adjusted as knowledge of the appropriate use of genetic information increases and adequate privacy protections are established and tested.

An appropriate regulatory environment could consist of, for instance:

a) amendments to existing or proposed State based health legislation (for instance the NSW Health Records and Information Privacy Bill (exposure draft) 2001, Victoria Health Records Act 2001 and the ACT Health Records (Access and Privacy) Act 1997);
b) Insurance and Employment Genetic Information Privacy Codes of Practice to include provisions for a single independent complaints and enforcement body;

c) a moratorium on the use of genetic testing information for insurance policies under a ceiling amount, reviewed in 3 - 5 years and limits (as noted below) on the use of genetic testing information in the workplace; and

d) the establishment of an advisory body (the Genetics Advisory Committee), its duties to include independent assessment, (using the tests of technical relevance, clinical relevance and actuarial and employment health and safety relevance), of genetic tests for specific clinical conditions. Other functions may include education, commissioning research, advising governments of developments etc.

A further discussion of each of the recommended elements in the suggested 

regulatory regime follows. 

a) Amendments to existing or proposed State based health legislation
In this proposed model, Commonwealth privacy legislation would act to provide a floor or minimum level of protection while State laws would operate concurrently to provide enhanced protection where appropriate. This provides a level of uniformity while allowing for State legislation to take closer account of local conditions.

The issue of concurrently operating provisions of Commonwealth and State legislation in this model was addressed briefly above (Q 4.6). 

While the provisions in the draft Bill strike a much more appropriate balance than those in the federal Bill, it is arguable that under section 109 of the Constitution, the federal Bill, if enacted, would prevail. One solution to this potential difficulty may be for Victoria to approach the Commonwealth government to amend the federal Bill to remove any doubt about concurrent operation by enacting a “savings clause” to allow States to enact more stringent safeguards in relation to health records, that are capable of applying concurrently with the federal provisions. Similar provisions exist in most of the federal human rights legislation [Sex Discrimination Act 1984, section  11; Racial Discrimination Act 1975, section 6A; Disability Discrimination Act 1992, section 13].

b) Insurance and Employment Genetic Information Privacy Codes of Practice.

Otlowski notes that currently, there is: 

no independent appeals tribunal open to individuals to dispute insurance matters regarding underwriting or actuarial matters resulting in rejection of insurance for commercial or medical reasons or loaded premiums.

Similarly, the current industrial relations framework has a limited capacity to deal with privacy issues and offers no adequate appeals mechanisms. The Australian Industrial Relations Commission does not have the power to establish provisions for workplace privacy through the award system. Given the inequality of bargaining power between employers and employees, it is unlikely that there would be a genuine capacity to negotiate.

Personal information provided in the employment context is also not adequately protected under the Privacy Act, which  covers the private sector but exempts employee records from privacy protection.  However, codes of practice underpinned by appropriate legislation with enforcement powers offer a flexible means of co-regulation.

The existing mechanisms for establishing privacy Codes of Practice, under, for instance the Privacy Act and PPIPA, should be examined in terms of their suitability for dealing with the complex and specialised areas of the use of genetic testing information in insurance and employment and for ease of establishing and maintaining the necessary linkages with the proposed Genetics Advisory Committee.

In line with standard consumer protection principles, such codes should require access to a single effective, independent compliance and complaints resolutions mechanism.
 In the case of insurance and employment, it is particularity important that enforcement capabilities and the capacity to order  financial compensation are included (for instance, the Health Records Act (Vic):allows up to $100,000 compensation).

c) A moratorium on the use of genetic testing information for insurance policies under a ceiling amount.

Evidence indicates that the insurance industry generally does not yet have the information which would be needed to make actuarially sound use of genetic test results.

In the particular field of predictive genetic testing for future illness, this game-like uncertainty means that, even when a genetic defect is found in an individual, the expected disorder may never develop, and that in most circumstances the time of symptom onset will be unknown. Such uncertainties flow directly from two fonts: variations in expression and the intervention of other (ie non genetic) misfortunes. 

Privacy NSW recommends the introduction of a moratorium on the use of genetic information obtained by genetic testing, to be reviewed in 3-5 years, unless a test for a specific condition is approved in the interim by the Genetics Advisory Committee when the moratorium may be lifted in respect to that test.

To address adverse selection concerns, a ceiling policy value should be applied, above which some use of genetic testing information should be allowable.

d) Establishment of a Genetics Advisory Committee
The establishment of such an advisory committee will be important, not only in guaranteeing the validity and relevance of genetic testing information before it can be used by insurers or employers, but also in ensuring transparency and accountability in order to gain public and professional confidence.

The committee will also meet Government needs to:

1. ensure an effective strategic advisory and regulatory structure that identifies and maximises benefits from potential advances in human genetics; 

2. address broad ethical, legal and social implications arising from advances; 

3. manage the process of change as practical applications of advances are introduced, and

4. introduce public education initiatives.

Employment

Q 10-5 Should an employer have access to an employee or job applicant’s genetic information for occupational health and safety reasons (such as to determine which employees have a genetic susceptibility to a disease that may be triggered by specific environmental factors or substances presenting the workplace)? If so, how should access to, and use of, such information be regulated? 

Q 10-6 Are there any circumstances in which it would be justifiable for the genetic information of an employee or job applicant to be required by, or made available to, an employer?

On the collection of personal and sensitive information, the NPPs state that the collection must be necessary “for one or more of its functions or activities”.
  An organisation must take reasonable steps to make sure that the personal information it collects, uses or discloses is accurate, complete and up to date.”

The Privacy and Personal Information Protection Act 1998 (NSW) (‘PPIPA’)  requires that collection of personal information must be “directly related to a function or activity of the agency”: Section 11 contains additional requirements as to relevance and the amount of information collected and places limitations on intrusion into an individual’s personal affairs:

11 Other requirements relating to collection of personal information
If a public sector agency collects personal information from an individual, the agency must take such steps as are reasonable in the circumstances (having regard to the purposes for which the information is collected) to ensure that:

(a)   the information collected is relevant to that purpose, is not excessive, and is accurate, up to date and complete, and

(b) the collection of the information does not intrude to an unreasonable extent on the personal affairs of the individual to whom the information relates.”

The broader requirements of PPIPA would provide greater protection for genetic testing information.  In the context of employment and insurance, they still may not provide adequate protection where the requirements as to what was “reasonable in the circumstances” can be contested and in the absence of guidelines as to what is “relevant to that purpose”, particularly important in the case of genetic testing information.

Given appropriate regulation, the circumstances under which the introduction of genetic testing into the employment setting is relevant are likely to be rare and very specialised.  For instance, it would not be relevant  to introduce employee screening for, say breast cancer predisposition on the grounds that an employer might wish to avoid the perceived risk of employing someone likely to be at greater risk of health problems in the future.

Testing might be seen to provide valuable information if appropriately used to detect a condition that may put the employee or others at risk in the workplace or to assess whether an employee’s genetic constitution affects his or her susceptibility to specific features of a working environment that do not present any hazard to other people.  This would be bound to raise significant discrimination and occupational health and safety issues which go beyond the scope of this submission.  

Without wishing to canvas these issues to any extent, I would stress the importance of ensuring a degree of continuity which prevents employers from exploiting the gaps or contradictions between privacy, anti-discrimination and occupation health and safety protection.  The proposed Genetics Advisory Committee might also have a role in approving appropriate tests and negotiating issues relating to them. 

Assuming these non-privacy issues are adequately addressed, access to existing test results or the requirement of genetic testing should be subject to certain conditions.  For instance:

1. tests should always be voluntary and those contemplating them should have the opportunity to receive independent and competent advice and appropriate pre and post test counselling;

2. where tests are justified to protect third parties, an employee should have the right to refuse without prejudice to their continued employment elsewhere within the organisation;

3. testing should not be accompanied by inducements or penalties and no adverse inference should be drawn from an individual decision not to be tested (in the event of a test being offered and an employee refusing it there may be a question of reduced liability for the employer); and

4. employees who test positive should normally be offered equal value alternatives within the  organisation.

Q 10-7 In relation to privacy protection for employees under the federal Privacy Act, with respect to genetic information: 

· Are Commonwealth public sector employees adequately protected?

· Are private sector employees adequately protected, in light of the “employee records” exemption?

· Is there a need for uniform privacy regulation across public and private sector employment?

The Issues Paper correctly notes the disparities between the levels of privacy protection afforded to employees in the public and private sectors by the Privacy Act.  These disparities have real potential to undermine the adequacy of any protection for employees’ genetic information.

A central issue of concern in relation to genetic testing in both  public and private sectors is in the collection of data and the extent to which consent to collection can be said to be voluntary.  Guidelines to the Privacy Act state that consent can be either express or implied and that consent is invalid if there is extreme pressure or coercion.  In many circumstance it can be argued that employees are impliedly consenting to genetic testing when, in actuality, they may be under the impression (rightly or wrongly) that the test is a requirement of employment.  It is questionable whether the test of “extreme pressure or coercion” would be applicable in this case.  The Privacy Act does not limit the collection of sensitive information to information that is valid or relevant for the purpose, nor does it place limits on the amount of data collected.

An additional problem lies in the secondary uses to which data may be put. Most privacy regimes restrict the secondary use or disclosure of information by reference to the purpose for which it was collected.  For instance, the NPPs limit use or disclosure for a secondary purpose to purposes which are directly related and within the expectation of the individual concerned.  In the case  of sensitive information the purpose must be “directly related” (2.1 (a)(I)). 

In the employment context, purpose related use and disclosure may offer little protection.  For instance, if collecting information about the genetic make-up of employees or prospective employees is seen as necessary to maintain the commercial viability of the organisation this might be seen to justify virtually unlimited use.  It may be that privacy protection in general would be better served by severing the capacity to use or disclose from the purpose of collection and applying general privacy principles in each case of secondary use or disclosure.  For example the OECD guidelines permit use for "purposes other than those specified" only in the case of consent and legal authority.

This concern is not confined to the limitations of privacy legislation:

In short, neither existing legislation in the workplace context nor common law or equitable principles provide adequate protection of the privacy interests of employees…
 

Insurance

Q 11-2 How and to what extent should insurers be required to provide applicants with information and data that supports unfavourable underwriting judgments based on genetic information?

Whenever an insurer makes an unfavourable decision based on genetic information, all data and actuarial details relied upon should be provided to the insured or the applicant in writing.  The information provided should note prominently that if the applicant has any queries or would like to challenge the decision, after discussions with the insurer, the documentation may be submitted to an independent body.

People applying for life, disability and similar insurance may have little knowledge of the terms offered to others with similar profiles, the actuarial risk which their own profile represents, or the factors insurers have used in setting premiums. They do not have the evidence to judge whether the terms they have been offered are fair or reasonable; nor do they have the evidence to judge whether the terms they have been offered discriminate unacceptably in other ways.

The Privacy Act includes an exemption for the disclosure of “evaluative information generated in connection with a commercially sensitive decision making process”, which may be used to deny access to actuarial and other information (NPP 6.2)  This exception to the access principle may be appropriate for information generated  within commercially sensitive decision making processes.  However, it should not permit an organisation to deny access to factual personal information used in the decision making process or other personal information it holds.  In most cases an individual seeks access in order to understand why an organisation has made an adverse decision. An organisation could usually meet this concern by explaining (as far as possible) the reasons for its actual decision and giving the raw data.

The Insurance Contracts Act 1984 (‘ICA’) also has provisions that regulate the information that insurers must provide to an applicant before a contract is entered into.  However, penalties can be avoided if compliance would place the interests of the insurer at risk.  

The protection of commercial in confidence interests must be approached very carefully where genetic information is concerned.  Full disclosure alone is of little use without access to an effective complaints resolution and review mechanism.   Insurance terms and proposals are difficult to compare  and this undermines the ability of consumers to judge whether the terms offered are fair and reasonable or otherwise acceptable. Competition alone cannot secure adequate consumer protection in this sensitive area.

Q 11-3 Should the standard medical authority provided for all types of health information continue to be used in relation to highly sensitive information, including genetic information? Alternatively, should an enhanced level of consent be required from the applicant in relation to genetic information to ensure that it is only collected when necessary?

In the case of insurance contracts, it seems that no “standard” medical authority is in use. If insurance companies are to collect genetic testing information, the consent form should be standardised and  include a separate section on genetic testing with precise information as to the exact and specific nature of the test requested, why it is requested, and how it will be used and/or  disclosed.

In all cases, Privacy NSW believes that genetic testing information should not be collected by insurance companies until the scientific and actuarial validity and relevance of each test has been verified by an independent body.

Q11-5 To what extent would it be appropriate for insurers to request for underwriting purposes:

· information about family medical history

Questions have been raised about the accuracy of actuarial decisions based on family history information. Ideally, if a Genetics Advisory Committee is formed, the safest option is to include family history information in the proposed moratorium on the use of genetic testing information.  Alternatively, if family history information continues to be used, the Genetics Advisory Committee should assess the way it is used in the light of progress in genetics.   Proposers should be provided with appropriate information to assist them to understand how this information may affect their applications.

· the results of any existing genetic tests or analysis in relation to the applicant

IFSA’s genetic testing policy permits insurers to request that all existing genetic test results be made available for the purpose of classifying risk and does not ensure the accuracy or relevance of genetic testing information.

A requirement to disclose results of existing tests as a condition of purchasing a specific type of insurance product should only be acceptable where a quantifiable association between a given pattern of test results and events actuarially relevant for the product had been established and recognised.

The Issues Paper (paragraph 11.86 -87) raises the question of the “scientific reliability and actuarial relevance of genetic test information”, in relation to disclosure requirements under the ICA, but does not draw any conclusions.

The information linking genetics and multifactorial disease is at too early a stage to make sound assessments of added risk. Access to on-line mortality and morbidity tables may address the current four to five year lag in insurers accessing up to date actuarial data but there is a need to ensure that any genetic testing information used in drawing up the tables is both accurate and relevant.

· that the applicant undergo genetic testing

Insurers should not require that any genetic tests be taken as a condition of obtaining any form of insurance.

· the results of any existing genetic tests or analysis from members of the applicant’s family?

Insurers should not require or access any test results from family members. 

Negative tests

Genetic testing information can sometimes negate the unfavourable conclusions that an insurer might otherwise draw on the basis of other evidence such as family history. There is clear scientific evidence that a test can prove that a person does not have a specific genetic propensity, even if it cannot accurately predict such matters as onset or severity for those with a positive result. In the case of Huntington's Chorea, for example, a negative genetic test result is evidence that the person is almost certainly not at risk from that particular condition.

Insurance companies should be encouraged to take the results of negative genetic tests into account.

Additional Areas for Consideration

Access and Social Equity: Need for new Insurance Products

Innovative insurance products may need to be devised for those whose genetic status makes it difficult to purchase standard products.

Possible relevance to General and Health Insurance

A person’s ability to obtain or be covered by other general insurance products may also affected if a condition that is deemed by insurers to pose a risk is revealed by genetic testing for life or disability insurance and, for example, is not disclosed, in claims arising under workers compensation or motor vehicle insurance.  Private Health Insurance may also be affected. The highest number of complaints received by  the Private Health Insurance Ombudsman in the reporting period July 2000 to June 2001 were in the area of pre-existing ailments.
  

It is not clear whether or how genetic testing information will be applied to the definition of pre-existing ailment.  While the impact of this may not be significant in respect to the long time frame for future onset genetic conditions, in the future with many more tests available, this may alter.

Existing privacy legislation does not specifically restrict information from being passed from one insurance arm (for example Life) to another (for example General) or to a re-insurer where it can be argued that the purpose is “directly related” to the primary purpose of collection.  General insurers also share details of refused applicants and claims through Insurance Reference Services P/L.

Privacy NSW recommends that the transfer of genetic information from life and associated product areas to general insurance areas should be prohibited or significantly restricted.  Additionally, the use and disclosure of genetic information should be prohibited in general and health insurance until specific tests are approved by an independent review body, such as the proposed Genetics Advisory Committee.

Chapter 13 Law Enforcement Issues

Forensic uses of genetic Information

My views on the following issues have been shaped by submissions I made to a recent  NSW Parliamentary Review of the Crimes (Forensic Procedures) Act 2000 (NSW).  The Report arising from this Review is now available.

A major problem arising from attempts to regulate the collection and use of DNA samples for law enforcement arises from the existence of a series of distinct agendas driving the process. The Issues Paper does not sufficiently identify the conflicting aims arising from these agendas or the policy issues which flow from them.

On the one hand legal safeguards are intended to resolve the legal issues surrounding the presentation and reception of genetic evidence.  How can we best regulate the process in a way which results in the presentation of safe and reliable evidence and which does not undermine the procedural safeguards incorporated into the trial process? 

On the other hand the focus of many law enforcement agencies has been on the use of DNA as a tool for intelligence and investigation.  In this context law enforcement bodies seek a more flexible and problem solving approach to utilising genetic information.  There is a long history of tension between intelligence gathering and privacy which may be exacerbated where it involve involuntary collection of data by way of genetic samples.

Moreover recent comments by senior police and politicians suggest a separate agenda for using DNA as a form of unique personal identification, leading to a drive to create DNA profiles for wider classes of people in a way which clearly threatens to become a form of universal biometric identification.  

I am utterly opposed to proposals which would effectively introduce a DNA identity card.  These proposals involve an uncritical belief that the crime problem can be resolved by capturing ever increasing amounts of personal information (the so-called silver bullet solution beloved of politicians responding to public concerns which are often based on a distorted picture of the crime problem).
 This approach avoids the need to rethink failed approaches to crime and also devalues the commitment of a democratic society to individual dignity and autonomy.  Privacy is more than an issue of personal preference and consumer choice.  Its role is to protect our core social values.  My concerns on this topic influence the approach I have taken to the different issues raised in the remainder of the Issues Paper.

Q 13-1  To what extent do tests in Part 1D of the Crimes Act (Cth) under which a decision maker may authorise forensic procedure in absence of consent adequately balance public interest in law enforcement with protecting privacy rights of individuals?

While this issue is posed in relation to Commonwealth law, the integration of profiles via CRIMTRAC means differences between Commonwealth and State laws cannot be ignored. 

Two significant differences in relation to the non-consensual, non-intimate testing of suspects involve a watering down of the requirement that a test is likely to provide evidence of an offence to a requirement under the NSW legislation that testing might produce evidence, and the absence in the NSW legislation of a requirement to consider the public interest in upholding the physical integrity of the suspect.  The recent Parliamentary Review of the NSW Act recommended a restoration of the is likely to test.

The NSW legislation has been used as authority for indiscriminate mass testing of convicted offenders irrespective of the probative value of a sample or profile.  This is justified by claiming that the Government intended a mass testing program, even though the overall thrust of the legislation might be thought to require the collection of DNA evidence in each instance to be justified by its relevance to the detection and prosecution of offences. Section 71 of the Crimes (Forensic Procedures) Act provides an effectively meaningless condition before testing can be ordered:

In determining whether to make an order under section 70, the police officer concerned is to take into account whether this Act would authorise the forensic procedure to be carried out in the absence of the order.

Mass testing amounts to treating the DNA database as an intelligence resource rather than as a repository for the collection and use of evidentiary material.  It is calculated to encourage indiscriminate and excessive use.

Section 23XWL of the Crimes Act (Cth) requires a constable who orders the testing of a convicted person to determine that the testing is justified in all the circumstances.  Presumably this should prevent similar mass testing of Commonwealth offenders. Your inquiry  may wish to consider this proposition in more detail.

There is a need to provide greater support for the kind of uniform national scheme envisaged by the 1999 Model Forensic Procedures Bill developed by the Model Criminal Code Officers Committee. 

Recent case law raises concerns that courts may not see a failure by the Police to comply with legislative requirements which effectively amount to overriding consent as critical to their retention and use of such information (see Kerr v Commissioner of Police, [2001] NSWSC 637). There seems little point in seeking to control the activities of law enforcement officers by offering individuals a choice whether to consent or not  if courts relying on assumptions about the likely probative value of evidence are not prepared to exercise their discretion to penalise breaches of the legislative requirements.

Q 13-2 Do existing legal safeguards adequately protect the rights of vulnerable persons in relation to informed consent? 

The Issues Paper draws attention to inconsistencies between treatment of children and indigenous people, and questions the apparent assumption in relation to testing of children that the parent can be relied on to have the best interests of the child in view.  This touches on complex issues relating to children’s privacy which may be addressed in a review currently being undertaken by the Commonwealth Attorney General’s Department.  The legal climate in relation to children’s rights generally is still in a process of evolution from the traditional view which treated children as the property of their parents to the assumption that parental rights are held in trust to be exercised in the best interests of the child, having regard to his or her growing capacity for personal autonomy.  The safeguards for children when DNA is collected should be flexible enough to reflect this evolving approach.   

Section 23XWU(1)(b) allows a magistrate to order a forensic sample to be taken from a child without the consent of their parent or guardian where the parent or guardian is suspected of an offence or the sample is likely to prove or disprove their involvement.  However under clauses (1)(a) and (c) if the parent withdraws consent, or consent cannot be reasonably obtained from them, there is no requirement that the parent be a suspect.  This seems anomalous.

Q 13-3: In relation to volunteers does the Crimes Act adequately protect principles of informed consent, individual privacy and protection from discrimination, If not how could these be improved?

The provisions on volunteer testing are ostensibly intended to cover two situations: 

a) volunteers for limited purposes, typically where there are a large number of potential suspects and Police ask volunteers to provide samples which can be used to eliminate them from suspicion, (the Wee Waa scenario), and

b) volunteers for unlimited purposes, typically where owing to a previous conviction or previous intelligence an individual is likely to come under suspicion, and is encouraged to provide a sample for unlimited testing so that Police can eliminate them from their inquiries.  

The enabling provisions can be seen to assume  this distinction, but do not attempt to provide safeguards against Police deliberately blurring the distinction and seeking information for unlimited purposes.  Statements supporting comprehensive national DNA databases and the across the board testing of correctional inmates in New South Wales, raise justifiable concerns about a risk of abusing the unlimited purposes provisions.

Q 13-4 Do storage and destruction provisions in the Crimes Act in relation to forensic materials and profiles adequately protect individual privacy?  If not how could they be improved?

The Issues Paper  points out that the definition of destruction means that the profiles are not necessarily destroyed. Where genetic information is concerned, the deidentification of samples can never be confidently equated with their destruction.  Samples can be re-identified and their continued existence used to prove the fact that they were collected.

Q 13-5 Should sharing of forensic material and DNA profiles across jurisdictions  be regulated by legislation or by ministerial agreements/ is a national uniform approach required to protect privacy of genetic information? 

A uniform national legislative approach is very important as a means of holding the line against ad hoc and incremental arrangements which would undermine the protective provisions of forensic legislation.  I am concerned that Police Services have been exploiting the political appeal of crime control to play off the different jurisdictions so as to weaken the safeguards provided in the Model Forensic Procedures Bill.  Ministerial agreements would simply promote this process.

Q 13-6  Do existing laws and accreditation requirements adequately protect the confidentiality of genetic information held in forensic laboratories under the Crimes Act.  

The scope of this question should be extended to cover state/territory forensic legislation as the National DNA database will depend on material analysed by State based laboratories. As a member of the oversight committee of the NSW Forensic Laboratory, I would be concerned if a lack of standards undermined the integrity of the NSW testing regime.  A meeting of Police Ministers in March 2002 is expected to address the issue of national uniformity from the point of view of cross-jurisdictional difficulties in utilising the DNA testing undertaken to date.
  I would hope that these deliberations do not effectively foreclose the work of your inquiry or further diminish the protective aspects of the legislation.

Q13-7  Is there a need for a national policy regarding access to Guthries cards for law enforcement purposes.

Newborn screening using Guthries cards has now been in place in most States since the late 1970s.  Consequently all stored cards collected before 1994 relate to adults.  In 1999 my office examined the NSW Newborn Screening Program, and made a number of suggestions in relation to the information provided to mothers on how cards would be retained and used, including the right to have them subsequently destroyed.  While I acknowledge the difficulty in negotiating fully informed consent during the stress of child-birth, there are mechanisms which can enhance the control of families.  The provision of a brochure providing accurate information about the purposes of testing, that testing is voluntary and that mothers have a right to seek to have test samples destroyed goes some way.

Whatever safeguards are imposed on newborn screening programs, there is no escaping the fact that the retention of cards amounts to an involuntary collection of personal information.  Blood samples may be collected with the informed consent of the mother, but are retained indefinitely without reference to the developing capacity of the child to consent to their continued retention and possible disclosure. 

The continued retention of cards is justified by reference to their continued research value. There are only limited circumstances where access to them for law enforcement purposes can be justified, such as where they can assist in identifying an unidentified deceased or missing victim.  Otherwise their use amounts to a circumvention of the Crimes Act/Crimes (Forensic Procedures) Act provisions.

Whether this provides a justification for a National policy will depend on whether that policy is more or less receptive to inappropriate expansion of law enforcement access.

Q 13-8 Should the Crimes Act be amended to regulate collection and destruction of forensic material found at Crime Scenes?

This question should properly relate to the collection, retention and destruction of crime scene samples. The strongest argument for retaining and not destroying samples is their potential to exonerate a person who has been convicted in circumstances where evidence from samples has not been properly tested. Retention is significantly related to Q14.4 on post conviction review of cases where DNA evidence may or may not have been available. Arguments for destroying samples are based on their potential reuse to provide secondary information on identifiable persons and on their potential to reflect invidiously on persons who were present at crime scenes, but against whom no case has been made. 

In balancing these competing interests there may be value in exploring in greater detail how we define forensic material found at crime scenes.  For example should we distinguish between material which directly implicates a particular individual, from material which simply establishes a link between an individual and a crime scene?  This distinction may not be clear-cut given that individuals can be incriminated by material which contradicts their claim not to have been at a particular crime scene.  

Chapter 14 Evidence Issues
The legal issues discussed in this section of the Issues Paper indirectly implicate privacy in ways which are discussed below.

Q 14-4  In the light of the capacity of genetic information to establish innocence  should Part 1D of the Crimes Act 1914 (Cth) be amended to provide a legislative framework for post-conviction review in relation to DNA evidence?

As a member of the NSW Innocence Panel set up to review and recommend applications for a reconsideration of available genetic evidence I feel obliged to comment on a potential weakness of such schemes. The body which reviews the availability of genetic evidence needs to be sufficiently independent from the original prosecution to have some credibility. However, unless it is adequately resourced the conclusions of an independent panel will have limited value and can scarcely replace those of the original investigators and prosecutors.  There is a risk of raising expectations among convicted persons and their supporters which cannot be satisfied.

Post-conviction review is a second best mechanism for ensuring that genetic evidence receives appropriate consideration.  Of more importance is to expedite facilities for adequate appraisal and consideration of evidence by defence and appropriate appeal channels.  The time limits on criminal appeals may be too short to allow proper investigation of the failure to disclose genetic evidence.

Q 14-6 Should genetic testing to establish paternity  be regulated /conducted only by accredited laboratories to meet concerns regarding informed consent, counselling and quality control. 

I am strongly convinced of the need for appropriate regulation of access to genetic services, particularly those being marketed to the public.
  This position is based on the privacy and ethical implications of involuntary testing for both parents and children. The Privacy Act is likely to be less than satisfactory in regulating such practices owing to its limited definition of health information
 and its exemption of information processing only for the purposes of, or in connection with,… personal, family or household affairs. Allowing one party to contemplated legal proceedings to collect genetic information covertly or from involuntary subjects such as children raises issues of informed consent in relation to collection and disclosure of personal information as well as the availability of appropriate counselling.  Informal collection and submission of material for testing also raises concerns about the accuracy of the resulting information. 

Q 14-7 Given the familial and predictive nature of genetic information should civil law evidentiary and procedural rules about discovery of medical and educational records be reviewed?  Eg should a defendant in negligence proceedings be able to require a plaintiff to undergo testing or discover family records which might disprove causation or minimise damages?

Distinct approaches may be required in relation to requiring the production of potential evidence which is already held and requiring parties to submit themselves to the process of creating new evidence.  Where evidence already exists there is an understandable  tendency for privacy to lose out to relevance. However recent legislation expanding the scope of privilege for confidential professional advice and counselling can be seen to reflect the felt need to impose limits on some of the more intrusive effects of the expanded use of the courts’ subpoena powers, in an age where litigation has come to rely on the potential of advanced information processing.
  

Where evidence will only become available if a party submits to testing other factors need to be considered.  Should genetic evidence collected without the knowledge of a party in the course of an independent medical examination be admissible?  Should the party who is sought to be tested be involuntarily exposed to the knowledge which testing might disclose? Should courts be entitled to draw adverse inferences from a refusal to submit to voluntary testing?

This is an instance where safeguards relating to genetic information might best be addressed in the context of legislation relating to evidence, rather than in general privacy legislation.

Use of behavioural genetics in court proceedings, 

The Issues Paper does not pose a specific question on this issue. This may reflect the reluctance of courts to consider issues which challenge traditional assumptions about  individual responsibility and fault.  It may reflect the limited impact of propositions based on behavioural genetics in current jurisprudence, or the sheer complexity of the issues which a greater reception of such evidence is likely to open up. 

From a privacy perspective a great deal of caution is called for before sanctioning an approach to the production of evidence which requires individuals to submit themselves to any form of mandatory genetic testing.

An appropriate issue might be whether we should start developing a statutory framework for the regulation of genetic evidence similar to the way in which business records are treated in the Evidence Acts or legislation covering electronic records, or whether we should rely on the courts evolving a pragmatic response as behavioural genetic arguments are placed before them. 

It might be argued that until more is known about the behavioural expression of genetic traits we should not be in too much of a hurry to create a potentially inflexible legislative structure.  However, as parties to proceedings are already beginning to put these issues forward it is likely to be only a matter of time before courts start developing a more or less systematic response.  Can we rely on the ability of the courts to discriminate between contentious and sound scientific evidence?  The likely effectiveness of recent changes in court rules on expert evidence might be considered in relation to this question.
  

Are courts likely to be sensitive to issues of privacy in determining requirements to produce genetic evidence?  The weak development of privacy in the Australian common law has been a perennial theme notwithstanding some judicial commentary in the recent High Court Case of ABC v Lenah Game Meats suggesting a more positive response from the Court should it be presented with an appropriate case.

Conclusion

This submission does not claim to fully canvas all the privacy issues which arise in relation to this complex reference.  I recognise the breadth of research which has gone into the Issues Paper and do not wish to attempt duplicate it, in relation to the issues which have been raised.  I hope that the submission will, nevertheless, assist in identifying a series of general privacy perspectives and positions from which the ALRC and the AHEC can further develop and explore the issues raised by the Issues Paper.
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