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Introduction

Good morning to you.

I hope this morning to be able to provide those of you who are lawyers within State or local government with some practical information about what your agencies are or could or should or should not be doing, rather than simply reciting to you what the Privacy and Personal Information Protection Act provides. (To save my own voice and your sanity I will henceforth refer to the Act simply as PPIPA.)

But we’ll start with a quick reminder: PPIPA obliges NSW public sector agencies, including local and county councils, to comply with 12 Information Protection Principles, or “IPPs”, and some extra rules to do with public registers. The IPPs regulate the manner in which public sector agencies may collect, retain, use and disclose personal information, as well as placing obligations on agencies to ensure the accuracy of that information, and provide people with easy access to information held about themselves.

In the event of an alleged breach of an IPP or the public register provisions, a person may seek an Internal Review of the agency’s conduct or decision. If the person is dissatisfied with the Internal Review they can apply to the Administrative Decisions Tribunal for a review of the agency’s conduct or decision. The Tribunal can award up to $40,000 in damages for a breach. 

In addition there is a separate complaints mechanism via the Privacy Commissioner, which I will talk about in more detail later.
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Common implementation issues for agencies

I’d like first to talk briefly about some of the challenges being faced by public sector agencies in their compliance with PPIPA.

From the point of view of Privacy NSW, some of the most common mistakes made by public sector agencies in their implementation of PPIPA are:

· failing to write compliance with the IPPs into contracts with service providers

· not knowing how to recognise, let alone deal with, a request for Internal Review, and

· failing to develop a culture in which privacy is considered at the start of a project, instead of ‘tacked on’ at the end.

The issue of changing your corporate culture is a topic worthy of a day’s discussion in itself, so I won’t even try to address it in a 20 minute speech. However I do have some particular comments to make about Internal Reviews, and your contracts with NGOs.

Contracted Service providers

For those of you in agencies which hire or contract-out to private sector organisations, - which is probably all of you - a word of caution. The following comments relate to your agency, whether the NGO you have contracted with is providing services to you, or to third parties by way of carrying out a function on your behalf. For example, we could be talking about a council which hires PwC to do its accounts, or a council which contracts-out its garbage collection function to Linfox.

Private sector organisations which are engaged by a NSW public sector agency are not themselves covered by PPIPA, but under s.4(4) of the Act, any personal information held by an organisation in the course of the contract is deemed to be held by the contracting public sector agency. That is, the public sector agency will be liable for anything the contracted organisation does with that information. 

Furthermore, if you have a company providing services to you, and if you need to give that company any personal information in order for them to provide their services, IPP 5 in the Act obliges public sector agencies to prevent unauthorised use or disclosure of any personal information given to that company.

Your contracts should therefore prescribe conduct that would ensure compliance with the IPPs, and indemnify your agency in the case of any breach.

Your contractors may of course already be bound to comply with the NPPs under the Federal Privacy Act, but under that Act any acts or practices engaged in for the purposes of meeting an obligation under a State Government contract are exempt from compliance with the NPPs under that Act. Therefore your contractors may face having the State IPPs apply to some of their operations by virtue of their contract with you, and the Federal NPPs applying to the rest of their operations.

Welcome to the complex world of privacy legislation!

Internal Review 

I am concerned by the number of agencies not recognising a request for an Internal Review under Part 5 of PPIPA when one arrives. The Act does not say that applicants need to use any particular language or form when seeking an Internal Review. President O’Connor of the Administrative Decisions Tribunal sent a note of warning to agencies, in his first judgment on this Act, stating that applications for Internal Review under Part 5 of the Act need not be specifically identified as such, especially when coming from unrepresented individuals. As the applicant has the right to go to the ADT as soon as 60 days has passed since lodgement, there have already been some agencies caught on the hop, with matters listed in the ADT before they realised what was happening.

Another common problem is agencies not notifying us when an Internal Review application is received. You have an obligation to do so under s.54 of the Act.

A third common problem is agencies’ Internal Review ‘findings’ which do not actually refer to the IPPs, let alone attempt to determine whether or not the conduct or decision complained of was in breach of an IPP or the public register provisions of the Act.

A fourth common problem is findings which do not, despite being required to do so by the Act, notify the applicant of their right to apply to the Administrative Decisions Tribunal. Once findings have been issued by an agency, applicants only have 28 days in which to lodge their application for review in the ADT. Much effort has been expended by our Office in persuading agencies to effectively ‘re-issue’ their findings with the proper notification, so as to trigger a fresh 28 day period and thus allow the applicant to assert their legal rights.

As government lawyers I would urge you to help your Privacy Contact Officers, or anyone else in your agency responsible for conducting Internal Reviews under the Act, to understand their responsibilities and follow the correct procedures.

Our June 2002 Newsletter for Privacy Contact Officers contains detailed advice on how to recognise and conduct an Internal Review - for a copy of our PCO newsletters see our website.
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Emerging issues for public sector agencies

Two interesting issues are emerging as challenges for public sector agencies in their compliance with the IPPs : the pressure to provide ‘good news’ stories and other information to the media, perhaps particularly in the lead up to an election, and the risk of ‘constructive’ identification.

A number of agencies have also sought the advice of Privacy NSW with respect to publishing photographs of their clients, such as in brochures, on websites, and to the media, to illustrate their services in a positive way. Examples include educational, cultural, sporting and other leisure activities. Photographs which clearly identify a person are “personal information” and therefore covered by PPIPA. This issue is particularly sensitive when the clients are children or other vulnerable individuals, as the appropriate manner of gaining informed consent can be difficult to resolve. Privacy NSW has therefore commenced a project with the Commission for Children and Young People to develop some guidelines on protecting children’s privacy under PPIPA.

This issue can overlap with the second issue - constructive identification. Constructive identification may occur, for example, in the publication of non-identifying statistical data, which may nevertheless be aggregated with other data to effectively re-identify some individuals. However it can also be the result of disclosing or publishing details of one individual without naming them, but with enough background information or within a context that makes the individual “readily identifiable” to members of his or her community. This was the case in the matter investigated by our Office and subsequently reported on in the Privacy Commissioner’s second Special Report, Student A and the Minister for Education, a copy of which is available on our website.

Our Office is therefore also working on guidelines for agencies on how to avoid ‘constructive’ identification that would breach the IPPs.
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Complaints under PPIPA

The primary complaints resolution mechanism under the Act is Internal Review by the agency concerned, which allows further ‘external’ review by the Administrative Decisions Tribunal. This mechanism only relates to the conduct of public sector agencies, only to conduct which breaches the IPPs or public register provisions of PPIPA, and only to conduct since 1 July 2000.

However this is not the only mechanism for privacy complaints.

Privacy NSW took over the functions of the old Privacy Committee, and retained the Committee’s broad complaints and investigation function, not limited to public sector respondents or even to ‘information privacy’ complaints. However the Privacy Commissioner can only seek to conciliate complaints, and unlike the Internal Review mechanism, there is no ability for a complainant to seek further review by the Administrative Decisions Tribunal.

Complaints may therefore be made to the NSW Privacy Commissioner under s.45 of PPIPA about any respondent, so long as the complaint is about an alleged “violation or interference with” the complainant’s privacy.

That means our Office can investigate complaints against individuals or organisations not covered by the IPPs, such as Members of Parliament and state-owned corporations. It also means that we can take on complaints about conduct which falls outside the notion of ‘information privacy’ covered by the IPPs - so we deal with complaints about physical privacy too, which can include surveillance issues, bag checks, building proximity, searches and seizures, DNA tests and the like.

Privacy NSW has recently updated its Complaints Protocol, to clarify how the Commissioner will be guided in his decision-making as to whether or not a complainant’s privacy has been violated or interfered with. The standards applied will differ, according to whether or not the respondent is bound already by the IPPs, and whether or not the complaint is about physical privacy rather than information privacy.

The Complaints Protocol also clarifies the circumstances in which the Privacy Commissioner will agree to deal with a complaint notwithstanding that it could be, or has already been, the subject of a request for Internal Review by an agency. The full Complaints Protocol is available on our website.
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Complaints - analysis of the last two years

An analysis of complaints made to our Office can be a useful indicator of the risk areas for your agencies. 43% of the 311 complaints finalised in the past 2 years were against NSW public sector agencies, and the local government sector represented about 16% of these.

We’ve recently started a process of mapping the relationships between complainants and respondents. In the first year of this exercise, we found that in the public sector a complaint was more likely to come from an agency’s own employees than anyone else. Last year this profile changed slightly, so the most recent results suggest that your complaints are most likely to come from, in order of frequency, your clients, customers or patients, your employees, your students, your residents and ratepayers, and from people regulated by you.

The most common types of information or practices at issue in Internal Review matters were personal contact details; credit, financial or tax information; surveillance and physical privacy; medical and health information; criminal histories; and employment records.

Across both years and all sectors, the most common privacy ‘principles’ complained of related to disclosure, collection, and physical privacy.
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Internal Review - analysis of the last two years

Thirty-nine Internal Review matters were finalised last year. We’ve found that the profile of matters going to Internal Review is very similar to that of the s.45 complaints made to our Office. That is, clients and customers are the group most likely to lodge an Internal Review, but they are closely followed by your own staff.

The most common types of information or practice at issue were personal contact details, medical and health records, criminal histories, employment records, and local government and land title records.

In terms of outcomes, a breach of the IPPs or public register provisions of the Act was found in 29% of cases. The remedies offered in these matters included apologies, rectification, and financial compensation. In five cases the Internal Review resulted in a change in practices in the agency, and in five cases re-training of staff was also promised as a result
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External review: ADT matters under PPIPA

Two matters have been finalised in the Administrative Decisions Tribunal, and a third has had an interlocutory judgment which is likely going to the Supreme Court for judicial review. No case has to date reached the point of actually reviewing an agency’s conduct with respect to the IPPs or public register provisions. The first few cases therefore raise matters of jurisdictional importance, but do not yet provide a guide to the likely reasoning of the ADT when it comes to measuring an agency’s conduct as against its obligations under the Act.

There are links to the cases from our website, but in brief I will mention that the first two cases, Y v the Department of Education & Training, and BQ v Commissioner of Police, may be of particular interest to you. Those cases dealt with whether applications for Internal Review could be lodged out of time, as well as the scope of the exemption for “information or an opinion about an individual's suitability for appointment or employment as a public sector official”.

The interlocutory judgment in the 3rd case, CP v New South Wales Ombudsman, as I mentioned before, is likely to be appealed. The result will have great precedential value, as the argument run by the Ombudsman is based on legislative provisions common to a number of other public sector agencies, statutory bodies and positions.

The issue here is whether or not the Tribunal has jurisdiction to review the conduct of the Ombudsman’s Office, given the immunity from civil proceedings granted to “the Ombudsman” and “an officer of the Ombudsman” under the Ombudsman Act. The Ombudsman had argued that this immunity from civil proceedings extended to administrative review proceedings under PPIPA.

President O’Connor however found that the general immunity from civil proceedings should be read subject to PPIPA - that is, the right to Internal Review and subsequent review by the ADT “operates as a modification to the general immunity” conferred on the Ombudsman by the Ombudsman Act. President O’Connor noted that while “it is in the interests of the efficient conduct of (the Ombudsman's Office) that it not be tied up in collateral legal proceedings which distract it from its ordinary work”, the IPPs in PPIPA are “standards applicable to an important aspect of the administrative conduct of an agency (the handling of personal information)”. As such, President O’Connor found that review of the Ombudsman’s Office’s conduct, with respect to its obligation to comply with the IPPs, does not lead to the “scrutiny of the propriety of an Ombudsman's substantive conclusions” which their immunity from civil proceedings was intended to avoid.
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Analysis of the most common requests for advice

I would like to conclude with just a brief mention of our advice role. Privacy NSW is not just a complaints or watchdog body. We have a specific legislated function of assisting public sector agencies with their compliance with PPIPA, and about two-thirds of formal requests for our advice are about just that. But we are also often called upon to advise on the Listening Devices Act and the Workplace Video Surveillance Act, the Federal Privacy Act, other legislation and policy proposals including draft Bills, and specific projects or practices.

Of the 338 written requests for advice finalised last year, 88% were answered. Of those requests not responded to, the main reason for not responding was our inability to commit the time or resources. These matters mostly related to requests for submissions to legislative reviews, Parliamentary inquiries and the like.

Given the increased demand on the time of both the Privacy Commissioner and staff of Privacy NSW to sit on oversight committees and inter-agency working groups, and the expectation that the Privacy Commissioner will be more and more pro-active in general community and policy debates about matters ranging from DNA databases to the use of ‘smart cards’ on public transport, it is certainly of concern that Privacy NSW does not have the time or resources to deal with almost 10% of the requests for formal advice that come to the Privacy Commissioner. A recent client satisfaction survey, not surprisingly, also showed concern amongst our stakeholders about our timeliness in responding to the other 90% of requests for advice.

This is a situation which I am committed to redressing, but at least in the short term it can only become exacerbated as the rapidly increasing number of requests impacts on our small Office. Just in the past 12 months the number of written requests for advice rose by 76%, while telephone enquiries rose by 65%. We’re now getting close to 3,000 telephone enquiries a year.

Should the current pattern continue, as I have every reason to believe it will, Privacy NSW will become even more stretched unless further resources are provided quickly. Such a situation is obviously not ideal in terms of our commitment to the protection of human rights in NSW.

To this end an organisational restructure for Privacy NSW has been proposed to the Attorney General's Department, along with a request for additional funding. In particular I would like to soon be in a position to improve our service to public sector agencies, in terms of both education and targeted assistance.

In the meantime I thank you for your patience with our Office, and for your attention this morning.
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