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It was not simply by chance that Hippocrates included a binding commitment to preserve and respect the privacy of patients in the world’s first statement of medical ethics to be observed by health practitioners.

We all value different aspects of our privacy differently. For some people the most sensitive issues are those of their financial status, for others it may be issues of their racial origins, for yet others perhaps their previous brushes with the law. Often people have good and rational reasons for not wanting others to know certain things about them - jobs, indeed lives may depend upon it; discrimination or harassment may arise in relation to it, legal entitlements or disadvantages may derive from it.

However, when asked to rank privacy issues, the privacy of health information always rates as one of the most significant causes of personal, family and community concern. There may indeed be significant consequences for individuals whose health privacy is compromised : employment may be terminated, insurance may be refused, genetic relationships may be called into question, legal sanctions may be imposed.

There is moreover one aspect of health privacy which often distinguishes it from all other aspects of privacy concerns. Whereas we seek to protect most of our private information from the prying eyes of strangers and governments; in health we are often content to allow anonymous health providers to have access to it - the people from whom we may well be most concerned to conceal it are our closest family members and those with whom we live in the most intimate relationships.

A further aspect of the unique nature of health information, especially that which relates to DNA information is its use for the purposes of predicting the future. What we know today about a person’s financial position may not tell us very much, or indeed anything about their situation in five years time : if you do not believe me then ask Alan Bond ! What we know about a persons’ DNA record may be exactly the reverse - namely that a person looking fit, healthy, employable today may, in some years time be anything  but. To that extent, with many caveats and qualifications still needed, the predictive value of some personal health information is of a high degree.

More of that anon.

The field covered by a term such as “health technologies” is so broad as to be almost meaningless. These technologies range from those employed in the most minute individual diagnostic procedures to those employed to crunch the numbers which manage the administration and financing of entire national health systems.

For my limited purposes today, I propose to talk about only two such technologies and their interaction with questions of Privacy. Those are electronic health records and DNA databases. As the former of these, electronic health records will be covered in more precise detail by others on this excellent Conference programme, I will address that topic more briefly and concentrate to a greater degree on the DNA related issues.

Since the start of organised medicine there have been health records and as health technologies have progressed and developed there have been increasing efforts to improve the utility of such records, spreading their impact outside the limited confines of the individual surgery. There has been a recognition that such records are a key tool in the diagnosis and treatment of patients wherever they may present for attention and that as a consequence, access to them in a variety of locations is important. This has always been the case with hospital records, it is now accepted as being the case with individual surgery-based records. 

At the same time, changes have taken place in our values and attitudes, so that the idea of the “god-doctor” and the essentially “dumb patient” : the one knowing everything and the other merely doing as instructed no longer appertain. The consumer and patients’ rights movement have successfully altered that paradigm. Just as access to records about ourselves held by government departments and agencies is the accepted norm - although that had to be fought for bitterly against the entrenched opposition of the bureaucracy; so access to our personal health records is now accepted as normative. Again, that battle was not an easy one. Despite the fact that hospital patients always had access to their records - although few knew it and fewer were ever told - the leadership of the medical profession/union mounted long, desperate and expensive campaigns to deny such patient right of access - aided and abetted (no surprise there) by the Courts.

Adequate privacy protection requires not only that one can keep certain things private, secret or confidential, it equally requires a clear capacity to know and to find out what information is actually held about us - by whom - and for what purposes.

It was for such reasons that privacy legislation developed in Australia and elsewhere around the world. Much as I am tempted, this is neither the time nor place to survey the international history of privacy legislation, but a few words about how long this process has been in Australia may be apposite.

In 1936 the High Court determined that under the common law in Australia there was no such thing as a fundamental right (tort) to privacy, nor were there any constitutional guarantees protecting privacy. This unsatisfactory state of affairs was called into very sharp question when Professor Zelman Cowen (as he then was) delivered his 1969 Boyer Lectures entitled The Private Man. This in turn gave some impact to an initiative by the Commonwealth and State Attorneys General to commission Professor Morrison to undertake a study on the need for comprehensive privacy laws in Australia and although his 1973 report recommended them, no action was taken.

Instead in 1975,  in New South Wales a Privacy Committee was established by statute (the second such body in the world) and charged with various responsibilities to try to protect the personal privacy of individuals.

A variety of events over the subsequent years demonstrated how inadequate administratively-based responses to the erosion of personal privacy were, and in turn the momentum developed to secure greater privacy protection by legislation.

The development of European arrangements to protect the privacy of transborder data flows in 1980 and the great debate over the proposed Australia Card in 1985 led directly to the passage of the federal Privacy Act in 1988. Similarly a series of ICAC reports in New South Wales in the early 1990s which revealed systemic and corrupt misuse of government information (much of it personal data) led to the passage of the NSW Privacy and Personal Information Protection Act  (PPIPA) in 1998.

Specific concerns about how health information was treated, together with the impact of the High Court decision in 1996 holding that patients had no automatic right (in the absence of a statutory right) to access their own health records plus the inexorable march of technology towards a system designed to link and transfer personal health records led the New South Wales State government to put the whole question of the relationship between linked electronic health records and privacy under scrutiny.

In December 2000 a report entitled Panacea or Placebo was presented to the NSW Government containing a central recommendation that personal health information needed specific and precise statutory protection and that this protection needed to be in place before any system of linked electronic health records (EHRs) was introduced. This recommendation was accepted and in 2002 Parliament passed the Health Records and Information Privacy Act  (HRIPA) to come into effect in March 2004. 

It is indeed upon this platform that the system of EHRs will be further developed, piloted and introduced in New South Wales. To the best of my knowledge this is the first occasion in which any government has examined EHRs as a matter of principle, then enacted relevant privacy protections and only then proceeded to their roll-out. Usually it is the other way round - and that has always been a recipe for either disaster or delay (or both) as can be seen in relation to both experiences in the United Kingdom and at the level of the Commonwealth government.

I would like to outline now the privacy protections which are contained in both PPIPA and HRIPA as they relate to linked EHRs.

In the first instance it should be noted that “health information” (a subset of “personal information”) has a very wide definition. It includes not only the sort of information common sense would mandate, but also areas such as wishes or arrangements about organ donation, the provision of future health services (i.e. “living wills”) and genetic information in general.

The Acts then provide for a regime to establish how health or personal information is collected, used, transferred or linked. It requires that data be accurate and up to date and for only minimum data to be collected for specific purposes. It provides for the secure storage of data and for individuals to have access to their own data with a right to seek amendment or correction of any material they regard as inaccurate. Specifically the HRIPA provides controls on the issue of unique personal health identifiers and the way health records may be linked.

The Privacy Commissioner is required or permitted to make guidelines under the legislation which relate to such matters as how records are to be accessed and how individuals are informed of their usage; and how stored or linked information may be used or disclosed for purposes such as research, training or the management of health systems.

Underpinning this is a system which allows for complaints to be made to the Privacy Commissioner where any breaches of these privacy protections or the various guidelines may be alleged, for these complaints to be investigated and adjudicated or in certain circumstances for them to be referred to the Court (the Administrative Decisions Tribunal)  where damages may be ordered to be paid in  relation to such breaches.

I regret to have to admit that these processes can be quite complex and potentially intimidating, however I will be working to minimise such concerns. The powers of the Privacy Commissioner in these investigations are quite extensive and although the Commissioner has neither the right nor the jurisdiction to impose penalties for breaches, an ultimate sanction exists by way of report to Parliament for particularly egregious breaches.

May I say that my major concerns in this area are not the occasional or inadvertent lapse which will doubtless occur in relation to the accidental and improper release of personal health data. There are always situations in which health information is available to Ministers and politicians who may use that data improperly. In the addendum to the Senate Committee report on The Australia Card, well over a decade ago I gave several examples of this. My concerns since that date have only grown. When health records are electronically linked, and when they eventually become part of a nationally-linked and accessible system, this state of affairs will be rendered even worse.

It is the question of potential inappropriate or improper use or misuse that leads me to some ruminations on the seemingly irresistible rise of DNA databases and their impact upon the question of personal privacy protection.

There is no doubt that the unravelling of the double helix ranks as one of the greatest triumphs of twentieth century science. It is most unlikely that Watson and Crick ever anticipated that within a few decades of their discovery their work would be hailed as marking not only a fundamental way in which we think about life, but equally, in the forensic sense, how we think about death.

Today when one mentions the idea of DNA databases the things which spring most readily to mind are their use in the so-called “solution of crime”; the new sport of revising paternity attribution and the greater “predicability” which we supposedly have to predict personal health outcomes long before there are any clinical signs of them apparent.

Each of those uses warrants some brief comment related to their privacy implications.

There is no doubt that DNA is a powerful tool in the both the detection of crime and the establishment of identity. It cuts both ways and can be as important to confirm innocence as to establish guilt as recent high-profile death penalty cases in the United States have demonstrated. I have to caution that I believe that there is a great deal of hype about the value of DNA as some sort of magic solution for all unsolved crimes, and there is equally no doubt that both judges, juries and the popular press often fail to understand what DNA evidence is really all about, but that’s a story for another day.

[Dr Brentley Atchison : “DNA Statistics  may be Misleading”, Law Society Journal, Feb. 2003, 68-70]

However what is important  is to have the full and frank debate about the way in which DNA databases are constructed, how they are used and accessed, how people are placed on them and who has real control over them. Frankly I must say that we have not had that debate in Australia and I remain very concerned about the way in which such databases are proliferating without adequate supervision and control. 

The health sector should take some interest in this whole question. I am sure that the day is not too far off before the law enforcement authorities - probably masquerading under some faux reasons about so-called counter-terrorism - demand that our politicians allow them to link their systems with various health records. This is not drawing a long bow or being alarmist - we already have the example of Police Services, especially in Western Australia seeking access to the Guthrie card system for law enforcement and crime detection purposes. In our current environment : alert, and at least in my case alarmed, it will be a courageous (in the “Yes Minister” sense) politician who is prepared to resist such demands.

Paternity testing has now become something of a three-ring circus with private sector operators providing mail-order systems to establish (or refute) paternity in ways which often involve acting without the consent of the parties involved. There is already one television “reality show” where the on-air establishment of paternity is the feature and purpose of the whole programme.

While no one denies that the establishment of paternity is a vital and legitimate interest among both individuals and the community there ought, in my opinion, be some rules about the way in which such things are undertaken. There are for example enormous personal, social, legal and financial consequences of finding out that a presumed paternity has been brought into question. Figures in the United Kingdom indicate that anywhere from 10-12% of the children in that country have a father who is not actually the man shown on their birth certificates and it is likely that Australian figures will not be that different.

Finally I turn to the question of the use of DNA material to make predictions about the future health status and prospects of particular individuals. There are now a fairly limited number of diseases or conditions clearly established as genetically based, but this is almost certain to expand in the years ahead as the secrets of the human genome unravel further. 

The implications of all of these challenges have been brilliantly analysed in the work of the Australian Law reform Commission whose Discussion Paper on the Protection of Human Genetic Information is the most comprehensive document to be found anywhere in the world at the moment. The brief of the ALRC has been to look at the potential for DNA information to be used as the basis for unlawful discrimination against people on the basis of their actual or perceived disabilities and for data to be handled in a way incompatible with our privacy laws.

The issue of genetic discrimination is a significant one which must be addressed as a matter of public policy. Put shortly, the question is this : will we allow discrimination against people (in areas such as employment, education, insurance etc) on the basis that their known genetic (DNA) status indicates that they have a higher (or almost certain) probability of becoming unwell or incapacitated at some time in the future?

This is a live issue right now. Insurance companies claim the right to access genetic information to allow them to set appropriate policies and to guard against counter-selection.

The principal risk to the health system in all this of course, is that people will stop presenting for testing for various ailments if they believe that the results of such tests will then be used against them for other purposes. Recent focus group testing undertaken by the New South Wales Department of Health in the development of its proposals for linked electronic health records found that concern about this sort of third-party access to health data was the most significant factor which would predispose people not to join up to a LEHR system. Living as we are on the precipice of potential increases in new HIV infections in Australia (thus mirroring the rest of the developed world at present) the very last thing we want is to see further reductions in the rate of testing and screening.

On the other hand, let me quote from a book written back in 1980, well before all this DNA testing was available. The author, Hugh L’Etang is a medical practitioner who likes to write about the health of the famous and infamous. He writes:

“Voters in democracies have a grave responsibility ….to chose a leader or representatives best fitted by reasons of temperament and health, idealism and integrity.”

[Hugh L’Etang  : Fit to Lead? Heinamann Medical Books, London, 1980 at 18]

This of course means knowing about a political candidate’s health prior to their selection. Most people, it seems to me would think this outrageous. Knowledge of their severe health problems may well have prevented Churchill or Kennedy ever being elected to the highest office for example. 

On the other hand, would it be proper for the electorate to be told that the older candidate standing for election would, without any doubt, develop Altzheimer’s and at some unknown but inevitable stage be unable to recognise even the closest members of his own family ? After all, with his finger on the nuclear button for so long which of us was to know when President Reagan would slip over the edge. Was the risk worth taking ? Did we have a right to know ?

I have not yet, of course stated the most important thing about DNA information from the privacy and human rights point of view - namely, that one DNA sample gives you a vast amount of data not just about the immediate subject from who the original sample has been taken - it reveals just as many secrets about their parents, siblings, children and other close genetic relatives. Those people have not consented in any way to that information being collected or being available to numerous people in an unknown variety of situations and circumstances. Again there are vast social and legal implications of all this which I would love to explore with such an audience - in another venue when we have four or five uninterrupted hours in which to do it.

I trust that this very brief review will have given some of you at least a taste, if not the full flavour of the magnificent menu of issues and problems which the new health technologies are posing for people with an interest in privacy - and I am assuming that, given you all have health records somewhere, that actually means all of you.
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