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	Internal review case note

	Publication of development applications on website

Collection — development applications lodged with local council — publication on council's website — whether breach of IPP 3 — failure to inform complainants that personal information will be disclosed to world at large

Security — whether breach of IPP 5 — whether files published on website secure — format of files sufficiently secure to prevent unauthorised access, use or disclosure — users required to agree only to view content
Disclosure — whether breach of IPP 11 — disclosure where lawfully authorised or non‑compliance otherwise permitted by law  — public documents under Local Government Act 1993 

	


Background

The complainants had lodged two development applications with a local council, which published them on a part of its website that enables the public to track the progress of all development applications.  Personal information contained in such applications includes an applicant's name, address, telephone numbers and signature.  

The complainants wrote to the council, complaining that their privacy had been breached because their development applications were published without consent.  They also claimed that the website was not secure and, therefore, their personal information could be copied and "potentially utilised for fraudulent purposes".

Internal review

The council conducted an internal review under the PPIP Act.

The council found that the forms completed by the complainants, required to be lodged with their development applications, did not inform them that their personal information would be published on its website.  Nor did the forms make them aware that the public at large would be able to view their personal information.  The council's failure to do so was a breach of Information Protection Principle 3, in s. 10(c) of the PPIP Act, which requires an agency to take reasonable steps to inform people of the intended recipients of that information, when collecting their personal information.

The council also considered whether there had been a breach of s. 18 of the PPIP Act, which restricts the disclosure of personal information without consent, unless in specified circumstances.  Public sector agencies are exempt from complying with that restriction if they are lawfully authorised not to do so or non-compliance is otherwise permitted under law (s. 25 of the PPIP Act).

Under s. 12 of the Local Government Act 1993, development applications are "public documents" that members of the public are entitled to inspect.  The council therefore determined that the publication of the complainants' development applications on its website did not involve a breach of s. 18 of the PPIP Act.

Finally, the council determined that there was sufficient security in place to comply with s.12 of the PPIP Act, which requires personal information to be stored securely and be protected from unauthorised access, use or disclosure.  The development applications were uploaded in "Tiff" and "Jpeg" format which, to a degree, was considered to prevent modification of the documents.  Additionally, before the website can be accessed, a user is required to agree under an exclusive licence only to view the website content.

Outcome

The council formally apologised to the complainants for breaching their privacy, by failing to comply with the requirement to notify them of the intended recipients of their personal information.  Although it was not required to, the agency decided as a gesture of goodwill to remove the development applications from its website.

The council also decided to implement new forms for development applications, clarifying the intended use, audience and security of personal information.  An option will also be made available for applicants to decide not to have certain personal information made public.
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