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	Internal review case note

	Disclosure of student's email address to third persons

Disclosure — email address provided for student use — disclosure of email address without consent to unknown persons — disclosure by staff member of educational institution —  whether breach of IPP 11

	


Background

As a student enrolled at an educational institution, the complainant was provided with an email address for the purpose of communicating with academic and administrative staff.  The complainant received an unsolicited email from an unknown person, who provided a telephone number.

The complainant was informed by the unknown person that the email address was provided by someone at the educational institution.  The complainant had not given the institution permission to release any contact details and lodged a complaint with the institution, claiming a breach of her privacy. 

The institution conducted an internal review under the Privacy and Personal Information Act 1998 ("PPIP Act").

In the course of conducting the review, the institution's privacy officer was told of other instances where the complainant's contact details were released to third persons.  This complaint was not made formally under the PPIP Act, however, the institution included this second complaint within the scope of its internal review.

Internal Review

In conducting the internal review, the institution identified two persons responsible for disclosing the complainant's email address and other contact details.

The institution considered whether these disclosures breached Information Protection Principle 11 ("IPP 11"), in s. 18 of the PPIP Act.  This provides that a public sector agency must not disclose a person's personal information without his or her consent, except in specified circumstances.

The institution accepted that, because students' email addresses are not made publicly available, the complainant's email address was personal information protected by the PPIP Act.  It found that the disclosure had been made without the complainant's consent and none of the exceptions to IPP 11 applied.  Accordingly, the institution found that the two staff members had breached s. 18 of the PPIP Act.

Outcome

In relation to the formal complaint, the institution decided to apologise to the complainant for any hurt and distress caused by the disclosure.  

It decided to counsel the staff members involved and provide training to all staff in their respective units, in relation to the requirements of the PPIP Act and the institution's privacy policies.  

The institution also agreed to liaise with the recipient of the unauthorised disclosure, to establish formal channels of communication and ensure that similar incidents do not recur.
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